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INDIAN INSTITUTE OF INFORMATION TECHNOLOGY DHARWAD 
Ittigatti Road, Near Sattur Colony, Dharwad -580009 

Website:  www.iiitdwd.ac.in 
         

 
 
 
 
 

NOTICE INVITING TENDER 
[Technical bid and Price bid system – e-Procurement mode] e-Tender Event No. 
IIITDWD/2022/ET/16 

 
Tender Notification. Ref No.: IIITDWD/MMU/FIREWALL/NIT/289-4/2022/101 
    Dated: 19/05/2022 

 
Name of the work Supplying, Installing, Testing, Deployment and 

Commissioning of Firewall at IIIT Dharwad 

Estimated amount put to tender Rs. 22,50,000/- 

EMD amount Rs.112,500/- 

Application Fee Rs. 2000/- 

Processing Fee As per mhrd.euniwizarde.com 

Time for supply of item after release of purchase order 45 Days 

Last date for submission of e- tender 10/06/2022, 15:00 IST 

 
Address for Submission of Tender 

https://mhrd.euniwizarde.com 

Date of opening of Technical bid 10/06/2022, 15:30 IST 

Date of opening of Financial bid Will be notified after evaluation of the Technical Bids 

Note: EMD shall be remitted through RTGS/ NEFT and its acknowledgement shall be 
uploaded in e-procurement portal while submitting e-tenders.  
Detailed procedure for submission of e-tenders is available in the website 
https://mhrd.euniwizarde.com 

 
 The Indian Institute of Information Technology-Dharwad, Karnataka (in short – IIIT- 
Dharwad) is an Institute of National Importance by act of Parliament under PPP Mode 
imparting IT Education and engaged in Research Activities. It is proposed to procure the 
Desktop Computers for the departmental academic/research activities at its new campus. 

 
 Online Tenders(//https://mhrd.euniwizarde.com/) are invited for the following items 
in two cover system (i.e., Technical bid and financial bid) subject to the following terms and 
conditions, from the reputed manufacturers or its authorized dealers so as to reach this office 
on or before scheduled date and time. The tender (Technical bid) will be opened online on the 
due date as mentioned. Bidders can verify their bid status through online portal 
https://mhrd.euniwizarde.com/. The financial bid of only such bidders whose technical bid is 
accepted shall be opened on the same day or later pre-informed date. 
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SECTION 1:  INSTRUCTION TO BIDDER (ITB) 
1. The bid should be submitted in two covers System-Technical Bid and Financial Bid through 

https://mhrd.euniwizarde.com. 

2. Technical Bid: Documents related to the Technical Bid should be submitted in PDF format 
through e-Tendering portal https://mhrd.euniwizarde.com. 

3. The Technical Bid should contain the following documents: 
a. License certificate for manufacture /supply of the item & Factory license 
b. List of Owner/partners of the firm and their contact numbers (Bidder Information) 
c. Copy of GST certificate & PAN No.  
d. Catalogue of the Product with detailed product specifications.  
e. List of Service Centres. 
f. List of customers with contact details including satisfactory report for supply and 

installation of the materials from the customers end. 
g. Warranty Period Offered for the tendered item to be specified. If the Warranty 

period is not conforming with the schedule of requirements given in section 3 of 
the document, the bid is liable to be treated as non-responsive and rejected. 

h. Undertaking that the successful BIDDER agrees to give a Performance Security 
amounting to 3% of the purchase order value in favour of “The Director, IIIT 
Dharwad”.  

i. The copy of the Balance sheet, Profit & Loss A/c., Trade or Manufacturing A/c for 
the last 3 years should be enclosed  

j. The Bidder/Manufacturer shall have successfully executed similar work in the last 
three years i.e., Single Order worth 80% of this tender estimate ‘or’ Two Order 
worth 40% of this tender estimate ‘or’ Three order worth 30% of this tender 
estimate.  

k. Duly filled in the checklist should be submitted along with the Technical Bid.  
l. Contract form given in SECTION 5 needs to be submitted.  
m. Earnest Money Deposit (EMD): Notification No. F.9/4/2020-PPD from 

Ministry of Finance 
n. Digitally signed tender document should be attached during bid submission. 
o. Signed EMD Declaration form should be attached during bid submission. 

 
 

4.  Financial bid: The bidders should submit their financial bid in the BoQ format that has been 
provided with the tender in the form of an Excel sheet in the online bid through e-Tendering 
portal https://mhrd.euniwizarde.com. After evaluation of technical bid, the technically 
successful bidders will be qualified for Financial bid.  

5. Bid Evaluation: On the due date, the Technical bids will be opened and referred to the 
Purchase Committee which is duly constituted by the Director, IIIT Dharwad. The committee 
will go through the technical aspects of the tender and recommend shortlisted firms. The 
recommendation of the committee is final and binding on all the parties. The committee may 
visit the manufacturing site to assess the capabilities to manufacture the tendered items as per 
the specifications. In case of any remarks/default noted, the EMD will be forfeited even if pre-
qualified. 
 

6. Quoting of Price(s):Price quoted should be in Indian Rupees, free delivery to IIIT Dharwad 
including loading/unloading 

7. The Bid will be accepted only from the manufacturers (OEM) or its authorized supplier. 

8. The incomplete or conditional tender will be rejected.  
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9. The Institute reserves the right to cancel at any time after acceptance of the tender with a 
notice. The Supplier shall have no claim to any payment of compensation or otherwise 
whatsoever, on account of any profit or advantage which might have derived from the 
execution of the supply. 

10. Performance Security: The successful bidder shall deposit performance security of 5 to 10% 
of the quoted price in the form of Bank Guarantee / Demand Draft / Fixed Deposit Receipt of 
any scheduled bank drawn in favour of The Director, IIIT Dharwad, payable at Dharwad. In 
case the bidder fails to deposit the said Performance Security within the stipulated period, 
including the extended period if any, the Earnest Money Deposited by the bidder shall be 
forfeited automatically without any notice. Please note the following points. 

a. Successful bidder should submit performance Security as prescribed above to the 
purchase Section, IIIT Dharwad, on or before 30 days from the date of issue of order 
acknowledgment. 

b. Performance Security shall be for the due and faithful performance of the contract and 
shall remain binding, notwithstanding such variations, alterations for extensions of time 
as may be made, given, conceded or agreed to between the successful bidder and the 
purchaser under the terms and conditions of acceptance to tender. 

c. The successful bidder is entirely responsible for the due performance of the contract in 
all respects according to the terms and conditions of the tender. 

d. The validity of the Performance Security must cover the warranty period plus two 
months.  

e. In case of imported goods, the Indian agent must furnish Performance Bank Guarantee in 
Indian Rupees only from Scheduled Bank. 

11. The validity of bids: The rate quoted should be valid for a minimum of 180 days. No claim 
for escalation of the rate will be considered after opening the Tender.  

12. Warranty/Guarantee & On-site skill support: On-site comprehensive warranty will be effective 
from the date of successful installation and commissioning. The OEMs/Authorized 
Distributors and Dealers must attach a certificate of sales and service facilities, escalation 
support for on-call service or station engineer, etc.  

13. Imports: In case, equipment is to be imported, the Indian agent should furnish authorization 
certificate by the principles abroad for submission of the bid in response to this Notice Inviting 
Tender.  

14. The Institute reserves the right to cancel or reduce the quantity included in the schedule of 
requirements at any time after acceptance of the tender with a notice. The Contractor/Supplier 
shall have no claim to any payment of compensation or otherwise whatsoever, on account of 
any profit or advantage which he might have derived from the execution of the work/supply in 
full but he did not derive in consequence of the foreclosure of the whole or part of the works. 

15. Cancellation of Tender: Notwithstanding anything specified in this tender document, IIIT 
Dharwad in its sole discretion, unconditionally and without having to assign any reasons, 
reserves the rights: 

a. To accept OR reject lowest tender or any other tender or all the tenders.  
b. To accept any tender in full or in part.  
c. To reject the tender offer not conforming to the terms of the tender.  
d. To give purchase preference to Public Sector undertakings when applicable as per 

Govt. Policy/ Guidelines. 
16. Delivery Period: The Delivery Period/Time shall be deemed to be the essence of the Contract 

and delivery must be completed not later than such date(s). If the Supplier does not perform its 
obligations within the Delivery Period/Date mentioned in the Contract, the same would 
constitute the breach of the Contract and the Institute shall have the right to cancel or withdraw 
the Contract for the unsupplied portion after the expiry of the original or extended delivery 
date or period stipulated in the Contract. Such cancellation of the contract on account of non - 
performance by the Supplier would entitle the Buyer to forfeit the EMD / Performance 
Security besides other actions such as debarment from the Institute as per GFR 2017 
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17. Liquidated Damages: Timely delivery is the essence of contract and hence if the Supplier fails 
to deliver Goods within the original/extended delivery period(s) specified in the contract, the 
Institute will be entitled to deduct/recover the Liquidated Damages for the delay, unless 
covered under Force Majeure conditions aforesaid, @ 1% per week or part of the week of 
delayed period as pre-estimated damages not exceeding 5% of the contract value without any 
controversy/dispute of any sort whatsoever. 

18. Terms of Payment: 
a. Payment within 30 days from the date of delivery and Acceptance Certificate of 

concerned Department/Section/Purchase Section.  
b. Payment will be made by Standard Payment terms and conditions of IIIT Dharwad as 

per tender document only. Any request for a change in payment terms and conditions 
will not be accepted.  

c. If the above conditions are not acceptable then tender will be rejected. 
19. Bidders are advised to inspect and examine the site and its surroundings and satisfy themselves 

before submitting their bid as to the nature of the installation site, the means of access to the 
site and in general shall themselves obtain all necessary information as to risks, contingencies 
and other circumstances which may influence or affect their tender. A bidder shall be deemed 
to have full knowledge of the site whether he inspects it or not and no extra charges 
consequent on any misunderstanding or otherwise shall be allowed. Submission of a bid by a 
bidder implies that he has read this notice and all other contract documents and has made 
himself aware of the scope and specifications of the installation to be done and local 
conditions and other factors having a bearing on the execution of the bid. 

20. If there are varying or conflicting provisions made in any one document forming part of the 
contract, the Accepting Authority shall be the deciding authority with regard to the intention of 
the document and his decision shall be final and binding on the bidder. 

21. The rate quoted by the bidder shall be firm throughout the contract period and there shall be no 
revision of the rates for any reasons whatsoever. It should be clearly understood that any claim 
for changes will not be entertained in any case once the bids are opened. 

22. One bid per bidder: Each bidder shall submit only one bid either by himself or by representing 
a firm. 

23. Cost of bid: The bidder shall bear all costs associated with the preparation and submission of 
his bid. The Institute in no case shall be responsible or liable for those costs. 

24. The bidder shall not make or cause for any alteration, erasure or obliteration to the text of the 
tender document. 

25. The Institute will declare a bidder ineligible, either indefinitely or for a specified period of 
time, at the sole discretion of the Institute, for the award of contract/ participating in any other 
tender, if at any time the Institute determines that he has furnished false information/ engaged 
in corrupt or fraudulent practices. 

26 Determination of successful bidder: The technically qualified bidder whose offer is evaluated 
as the lowest total bid shall be the successful bidder subject to its meeting the statutory 
requirements. 

27. Price variation: The rate quoted by the bidder shall be firm throughout the contract period. No 
price variation clause is applicable to this contract. 

28. CANVASSING: 
a. Canvassing in connection with tenders is strictly prohibited and the Tenders submitted 

by the Tenderers who resort to canvassing shall be liable to rejection. 
b. Subject to the provisions concerning clarification of Bids, no Bidder shall contact the 

purchase committee on any matter relating to its bid from the time of the bid opening 
up to the time that the contract is awarded.  

c. Any effort by the Bidder or Bidder’s representative however described to influence the 
purchase committee in any way concerning scrutiny, consideration, evaluation of the 
Bid(s) or decision concerning award of contract shall entail rejection of Bid and action 
against the bidder as deemed fit.  
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d. The purchase committee will deal with the Bidder on a Principal basis, without 
involvement in any manner in India or abroad of any agent or consultant or associate 
or another person howsoever described. 

29. Legal Matter: All disputes are subject to Dharwad Jurisdiction only. 

30. The Institute reserves the right to visit to the factory before or after issue of supply order   to 
satisfy itself regarding quality of production.  In case of any remarks /default noted, the EMD 
will be forfeited even if pre-qualified. 
 

31 The Institute reserves the right to cancel or reduce the quantity included in the schedule of 
requirements at any time after acceptance of the tender with a notice. The Contractor/Supplier 
shall have no claim to any payment of compensation or otherwise whatsoever, on account of 
any profit or advantage which he might have derived from the execution of the work/supply in 
full, but he did not derive in consequence of the foreclosure of the whole or part of the works. 
 

32 Amendment of Tender document:  At any time prior to the last date for receipt of bids, 
Institute may for any reason, whether at its own initiative or in response to a clarification 
requested by prospective bidder, modify the Tender document by an amendment. 

33 The bids shall be written in English language and any information printed in other language 
shall be accompanied by an English translation, in which case for the purpose of interpretation 
of the bid, the English translation shall govern. 

34 The bidder/supplier should have manufacturing unit/ service centre in Karnataka. 
 

35 The Institute reserves the right to accept or reject the item based on the specification and 
requirement. 
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SECTION 2:  CONDITIONS OF CONTRACT. 

1. The rates should be quoted for preferably FOR destination from supply within India. 
 

2. In case of import both CIF and/ or FOB rate should be quoted. All components of 
expenditure to arrive at Hubli need to be explicitly specified. 
 

3. The bidder shall indicate the excise duty exemption for the goods if applicable. 
 

4. The rate quoted should be on unit basis. Taxes and other charges should be quoted 
separately, considering exemptions if any. 

5. Rate quoted should be inclusive of Testing, commissioning and Installation of equipment 
and Training. 

6. Payment: No advance payment will be made.  Payment will be made only after the supply 
of the item in good and satisfactory condition and receipt of performance security by 
supplier.  
 
In case of Imports, the payment will be made through LC / Sight Draft / After 
Installation, and performance security need to be submitted at the time of LC 
commitment / issue of sight draft. 

 
7. Guarantee and Warrantee period should be specified for the complete period conforming to 

the section 3 of this tender document. 
 

8. Period requirement for the supply and installation of item should be specified conforming 
to the section 3 of this tender document. 

 
9. In case of dispute, the matter will be subject to Hubli-Dharwad Jurisdiction only. 
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SECTION 3: SCHEDULE OF REQUIREMENTS, SPECIFICATIONS AND ALLIED 

DETAILS 
[To be filled up by the Department / IIIT Dharwad] 

Item(s) Name to be Procured Supplying, Installing, Testing, Deployment and 
Commissioning of Firewall at IIIT Dharwad 

Type 
(Equipment/Software/Furniture/Others) 

EQP & Software 

Brief Specifications of the Item(s) : 
(Attach Additional Sheet if necessary) 

Enclosed 

Quantity 01 

Any other details/requirement Enclosed in specification Sheet 

Warranty Period (in months) 3 Years 

Delivery Schedule expected after the 
release of a Purchase order (in Weeks) 

 
45 Days/ 6 weeks 

 
 
EMD 

 
5% of the estimated amount 

 

Performance Security to be given by 
Successful Bidder after release of : (in 
Rupees) 

3% of Purchase Order  
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SECTION 5:    CONTRACT FORM  

 
[ To be provided by the bidder in the business letter head] 

 
1.  (Name of the Supplier’s Firm) hereby abide to deliver the by the delivery schedule 

mentioned in the section 3 tender document for supply of the items if the purchase 
order is awarded. 

 
2. The item will be supplied conforming to the specifications stated in the tender 

document without any defect and deviations. 
 
3. Warranty will be given for the period mentioned in the tender document and service 

will be rendered to the satisfaction of IIIT-Dharwad during this period. 
 
 

 
Signature of the Bidder: _________________________________________ 

 
Name and Designation: _________________________________________ 

 
Business Address      : ________________________________________ 

  
           ________________________________________ 

 
Place:        Seal of the Bidder’s Firm 
Date: 
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DECLARATION 

(Shall be on the Company’s Letter Head only) 
 

I/we have not tampered/modified the tender forms in any manner. In case, if the same is 
found to be tampered/modified, I /we  understand that my/our tender will be summarily 
rejected and full Earnest money deposit will be forfeited and I /we am/are liable to be 
banned from doing business with IIIT-Dharwad and / or prosecuted.  

 
 Signature of the Bidder: _________________________________________ 

 
 Name and Designation: _________________________________________ 

 
 Business Address   : ________________________________________ 

  
            ________________________________________ 

     
 Place :       Seal of the Bidder’s Firm 
 Date : 
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EMD DECLARATION FORM 
 

Proforma for Earnest Money Deposit (Bid Security) Declaration 
 
 
Whereas, I/We………………….(name of Agency)…………………have submitted bids for 
the work of  
 
I/We hereby submit following declaration in lieu of submitting Earnest Money Deposit. 
 
(1) If after the opening of tender, I/We withdraw or modify my/our bid during the period of 
validity of tender (including extended validity of tender) specified in the tender documents, 
 
Or 
 
(2) If, after the award of work, I/we fail to sign the contract, or to submit performance 
guarantee before the deadline defined in the tender documents, 
 
 
I/we shall be suspended for one year and shall not be eligible to bid for tenders in the 
Department of Posts from date of issue of suspension order. 
 
 
 
  

(Signature of the Bidder, with Official Seal) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

11 
 

Additional Instructions to Bidders: 
 

MHRD, Govt of India had implemented e-tendering system solution through the ITI limited (a government of 

India enterprise) and mandated to adopt the e-wizard system and the accordingly the tender documents are 

published in https://mhrd.euniwizarde.com. The tender notification is also available in the IIIT Dharwad website 

(www. iiitdwd.ac.in) The bidders are required to submit soft copies of their bids electronically on using valid 

Digital Signature Certificates. Below mentioned instructions are meant to guide the bidders for registration on 

the Ewizard Portal, prepare their bids in accordance with the requirements and submitting their bids online on 

the Ewizard Portal. For more information, bidders may visit the Ewizard Portal https://mhrd.euniwizarde.com. 

 

Instructions for Online Bid Submission: 

The bidders are required to submit soft copies of their bids electronically on the e-tender Portal, using valid 

Digital Signature Certificates. The instructions given below are meant to assist the bidders in registering on the 

e-Procurement Portal, prepare their bids in accordance with the requirements and submitting their bids online on 

the e-Procurement Portal. More information useful for submitting online bids on the e-tender Portal may be 

obtained at: https://mhrd.euniwizarde.com. 

 

Registration: 

a. Bidders are required to enroll on the e-Procurement Portal (URL: https://mhrd.euniwizarde.com) with 

clicking on the link “Bidder enrollment” on the e-Procurement Portal. 

b. As part of the enrolment process, the bidders will be required to choose a unique user name and assign 

a password for their accounts.  

c. Bidders are advised to register their valid email address and mobile numbers as part of the registration 

process. These would be used for any communication with the bidder.  

d. Upon enrolment, the bidders will be required to register their valid Digital Signature Certificate (Only 

Class III Certificates with signing + encryption key usage) issued by any Certifying Authority 

recognized by CCA India (e.g. Sify / TCS / nCode / eMudhra etc.), with their profile.  

e. Only one valid DSC should be registered by a bidder. Please note that the bidders are responsible to 

ensure that they do not lend their DSC‟s to others which may lead to misuse.  

f. Bidder then logs in to the site through the secured log-in by entering their user ID/password and the 

password of the DSC / e-Token.  

g. Any queries relating to the process of online bid submission or queries relating to e-Wizard Portal, in 

general, may be directed to the 24x7 e-Wizard Helpdesk.  The contact number for the helpdesk is 011-

49606060, 23710092, 23710091, helpdeskeuniwizarde@gmail.com Mobile: +91-8448288987/88/89, e-

Mail: eprochelpdesk.01@gmail.com/ eprochelpdesk.02@gmail.com 

Searching for Tender Documents: 

a. There are various search options built in the e-Procurement Portal, to facilitate bidders to search active 

tenders by several parameters. These parameters could include Tender ID, Item/work id, Title, Date, 

etc 

b. Once the bidders have selected the tenders they are interested in, the bidder can pay the processing fees 

(NOT REFUNDABLE) by net-banking / Debit / Credit card and then download the required 
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documents / tender schedules, Bid documents etc. Once tender fee is paid, it will be moved to the 

respective “requested” Tab. This would enable the e-tender Portal to intimate the bidders through e-

mail in case there is any corrigendum issued to the tender document. 

Preparation of Bids: 

a. Bidder should take into account any corrigendum published on the tender document before submitting 

their bids and no separate intimation will be provided to the vendors.  

b. Please go through the tender advertisement and the tender document carefully to understand the 

documents required to be submitted as part of the bid. Please note the number of covers in which the 

bid documents have to be submitted, the number of documents - including the names and content of 

each of the document that need to be submitted. Any deviations from these may lead to rejection of the 

bid.  

c. Bidder, in advance, should get ready the bid documents to be submitted as indicated in the tender 

document / schedule in PDF formats. Bid Original documents may be scanned with 100 dpi with 

Colored option which helps in reducing size of the scanned document.  

d. To avoid the time and effort required in uploading the same set of standard documents which are 

required to be submitted as a part of every bid, a provision of uploading such standard documents (e.g. 

PAN card copy, annual reports, auditor certificates etc.) has been provided to the bidders. Bidders can 

use “My Documents” available to them to upload such documents.  

e. These documents may be directly submitted from the “My Documents” area while submitting a bid and 

need not be uploaded again and again. This will lead to a reduction in the time required for bid 

submission process. 

Submission of Bids: 

a. Bidder should log into the website well in advance for the submission of the bid so that it gets uploaded 

well in time i.e. on or before the bid submission time. Bidder will be responsible for any delay due to 

other issues.  

b. The bidder has to digitally sign and upload the required bid documents one by one as indicated in the 

tender document.  

c. Bidder has to select the payment option as “DD/e-Payment (Net Banking-Debit card-Credit card 

etc)/EMD-exemption” to pay the EMD as applicable and enter details as the instructions. 

d. Bidder should prepare the EMD as per the instructions specified in the tender document & submit 

EMD online.  

e. Bidders are requested to note that they should necessarily submit their financial bids in the format 

provided and no other format is acceptable. If the price bid has been given as a standard BOQ format 

with the tender document, then the same is to be downloaded and to be filled by all the bidders. Bidders 

are required to download the BOQ file, open it and complete the unprotected cells with their respective 

financial quotes and other details (such as name of the bidder). No other cells should be changed. Once 

the details have been completed, the bidder should save it and submit it online, without changing the 

filename. If the BOQ file is found to be modified by the bidder, the bid will be rejected.  
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f. The server time (which is displayed on the bidders‟ dashboard) will be considered as the standard time 

for referencing the deadlines for submission of the bids by the bidders, opening of bids etc. The bidders 

should follow this time during bid submission.  

g. All the documents being submitted by the bidders would be encrypted using PKI encryption techniques 

to ensure the secrecy of the data. The data entered cannot be viewed by unauthorized persons until the 

time of bid opening. Data storage encryption of sensitive fields is done. Any bid document that is 

uploaded to the server is subjected to symmetric encryption using a system generated symmetric key. 

Further this key is subjected to asymmetric encryption using buyers/bid opener public keys. Overall, 

the uploaded tender documents become readable only after the tender opening by the authorized bid 

openers.  

h. The uploaded tender documents become readable only after the tender opening by the authorized bid 

openers.  

i. Upon the successful and timely submission of bid click “Complete“(i.e. after Clicking “Submit” in the 

portal), the portal will give a successful Tender submission acknowledgement & a bid summary will be 

displayed with the unique id and date & time of submission of the bid with all other relevant details.  

j. The tender summary has to be printed and kept as an acknowledgement of the submission of the tender. 

This acknowledgement may be used as an entry pass for any bid opening meetings 
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                                       Annexure A 

  Firewall Specifications Compliance 

General  

1 
Firewall should be hardware appliance base and 2x hot-swap 
Internal auto-ranging 100-240VAC, 50-60 Hz Redundant PSU 

 

2 
The Firewall must have hardware platform & based on Multi-
Core Architecture with the FastPath Packet Optimization for 
excellent throughput for all your key processes. 

 

3 Firewall must use a hardened OS.  

4 

The device should be having security functions like Firewall, 
VPN (IPSec Site to Site &SSL Client VPN), Gateway level 
antivirus, Category based web and application filtering, 
Intrusion prevention system, Traffic shaping, DoS/DDoS, Zero-
Day Protection, Secure SDWAN and routing Policy etc. 

 

5 
Firewall should support for Active-Active and Active-Passive 
connections.  

 

6 
Licensing should be a per-device and not user/IP based (should 
support unlimited users). 

 

7 

The proposed solution should support On-appliance or External 
reporting solution from the same OEM. For external reporting 
solution it should be an on-premise hardware device and cloud 
solutions should have proposed. 

 

8 
Firewall should be supplied with the support for RIP v2, OSPF 
and BGP routing protocols. 

 

9 
Firewall should be work with existing infrastructure and should 
support existing network architecture without any additional 
license / hardware /software/ modifications 

 

10 

Firewall should include 3 years comprehensive Part, Labour, 
Onsite Next Business day support with a 24x7x365 by OEM. 
(including all hardware & Software installation, training, testing, 
maintenance for 3 years) Post installation, 3-year product 
warranty and support for all hardware & Software installation, 
maintenance and it should reflect in the support web site of the 
OEM.                                                                                                             
In case of HARDWARE breakdown, service calls must be 
attended by OEM engineer directly. & RMA replacement for 3 
years.  

 

INTERFACE AND CONNECTIVITY  

11 
Firewall must be supplied with at minimum 4× 10GE/GE, 4× 
25GE/10GE SFP28/SFP+,  8× GE SFP Slots, 16× GE RJ45 Ports, 
fully populated and dedicated management and HA ports 

 

12 Firewall should support VLAN tagging (IEEE 802.1q)   
TECHNICAL  
13 Support a minimum of 1024 VLANs.  
14 Supports multi-site management.  
15 Built in storage capacity of minimum 2 x 240 GB integrated SSD  
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drive or Higher 

16 
Memory capacity of minimum 16 GB / 32GB DDR4 ECC or 
Higher 

 

17 
Solution should support and work a minimum of 10 virtual 
firewall or higher. 

 

18 
Firewall should be capable of upgrading to new 
versions/products in case a new feature is released by the OEM. 

 

19 Firewall should block attacks such as DoS, IP/ICMP/TCP-related. 
Etc 

 

20 Encryption support of AES 128-256 bit, 3DES 56-168 bit.  

21 
Local, Active Directory, LDAP Server, RADIUS, TACACS, 
authentication methods. 

 

22 Firewall should support unlimited policies.  
PERFORMANCE  

23 
Firewall must support at least 7.5 Million concurrent 
connections or more 

 

24 
Firewall must support at least 475,000 new sessions per second 
processing or more 

 

25 
Firewall should support up to 125 Gbps of Firewall throughput 
or more 

 

26 Firewall should support integrated IPS throughputs of minimum 
11 Gbps or more 

 

27 
Firewall should have a minimum VPN throughput of 50 Gbps or 
more 

 

28 
Firewall should have a minimum Threat Protection throughput 
of 7 Gbps or more 

 

29 Firewall should have a minimum NGFW throughput of 8 Gbps or 
more 

 

30 
Firewall should support up to 50Gbps or more of firewall IMIX 
throughput 

 

FIREWALL FILTERING  

31 
Firewall should support the standard Layer 3 mode of 
configuration with Interface IPs. It should be possible to protect 
the firewall policies from being compromised. 

 

32 Firewall must provide NAT functionality, including dynamic and 
static NAT translations. 

 

33 
Firewall should provide advanced NAT capabilities, supporting 
all applications and services-including H.323 and SIP based 
applications. 

 

34 
Firewall must provide filtering capability that includes 
parameters like source addresses, destination addresses, source 
and destination port numbers, protocol type. 

 

35 
Firewall should be able to filter traffic even if the packets are 
fragmented. 

 

36 
All known internet-based applications should be supported for 
filtering; like Telnet, FTP, SMTP, HTTP, DNS, ICMP, DHCP, ARP, 
etc. 
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37 Firewall should support SSL inspection over HTTPS   

38 
Firewall should have support for filtering TCP based 
applications. 

 

39 Firewall should support basic inspection by working as a proxy 
for HTTP and FTP traffic. 

 

40 
Firewall should support CLI and GUI based access to the firewall 
modules. 

 

FIREWALL LOGGING, STATISTICS AND REPORTING  

41 
Firewall should have the capability to send log information to an 
external log Server 

 

42 

Firewall / Analyzer should have Minimum 2 Number of NIC 
slots, should have minimum 10x10/100/1000 /10000 Mbps 
Ethernet 
 interfaces or higher 

 

43 
Firewall / Analyzer should support minimum 20 Number 
Devices (Firewalls/Switches/etc) from day one and should have 
CLI and GUI option. 

 

44 
Firewall / Analyzer should have 2TB of Total Hard Drive 
Capacity and provision for archiving the logs (5GB per day) 

 

45 

Should support Analysing logs from multiple devices, by user, or 
by group of users, and generate a variety of reports that enable 
you to proactively secure networks as threats arise, avoid 
network abuse, manage bandwidth, monitor Web site visits, and 
ensure appropriate usage policies. 

 

46 

The Firewall / Analyzer offer the ability to quarantine infected 
or suspicious files entering your network environment. A 
quarantine browser allows you to view the files to determine 
whether they are dangerous or not. 

 

47 
Log Browser enables you to view any log file or messages from 
registered devices. All log files and messages are searchable and 
can be filtered to drill down and locate specific information. 

 

48 
Network analyser functions  must work like a packet capture 
device to capture traffic data save it to the Analyzer hard disk 
and display the data for analysis. 

 

49 
Real-time display of information allows you to follow real-time 
trends in network usage such as the source IP address and the 
destination URL for HTTP traffic or IM message traffic. 

 

50 Respond in real-time to network security attacks, vulnerabilities, 
and warnings of potential compromises 

 

51 
The firewall / analyser should support multiple types of report 
formats. (ex: pdf, excel. Etc) 

 

52 
Firewall administration software should provide a means of 
viewing, filtering and managing the log data. 

 

53 
Firewall logs must contain information about the firewall policy 
rule that triggered the log. 

 

54 
Firewall must provide at a minimum basic statistic about the 
health of the firewall and the amount of traffic traversing the 
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firewall. 

55 Firewall should have support to log (in detail) all connections 
which are blocked. 

 

56 
Firewall should have support to log (in detail) all connections 
which pass through the firewall. 

 

57 
Provision to report all denied connections inbound and 
outbound. 

 

58 
Provision to report all successful connections inbound and 
outbound. 

 

59 
Provision to report traffic levels for inbound and outbound 
destinations. 

 

60 
Firewall should have support to generate performance statistics 
on real-time basis. 

 

61 Firewall should have the capability to produce reports which 
measure usage. 

 

62 Firewall should have application-based logs.  
63 Firewall should have user-based logs.  

64 
Logging & Reporting: should support secure logging to an 
external logging device and generate reports based on the  
firewall logs 

 

URL FILTERING  

65 
Firewall should support both category base and policy base URL 
filtering. 

 

66 
Firewall should support minimum of at least 75+ predefined 
categories. 

 

67 White listing based on IPs and URLs.  
68 Blacklisting based on IPs and URLs.  
69 Exceptions based on network objects defined.  
70 Notification of custom messages or URL redirection.  
INTRUSION PREVENTION  
72 IPS should protect for 11000+ Signatures or more  

72 
Firewall should block attacks such as DoS- SYN, 
IP/ICMP/TCP/UDP related attacks. 

 

73 Firewall should block attacks such as DNS cache poisoning, FTP 
bounce, improper commands. 

 

ANTI-VIRUS  

74 
Protects HTTP, HTTPS, FTP, POP3, POP3S, IMAP, IMAPS, SMTPS 
and SMTP. 

 

75 Pattern-based spyware blocking at the gateway.  
76 Centralized, daily updates, automatic and manual updates.  

77 
Advance Threat Protection should have Instant identification 
and immediate response to today’s most sophisticated attacks. 
Multi-layered protection identifies threats instantly 

 

APPLICATION CONTROL  

78 
Firewall should have feature to identify, allow, block or limit 
usage of applications beyond ports and protocols. 
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79 
Firewall should provide protection against Block potentially 
unwanted applications 

 

80 
Application signature database of 3000+ Applications for 
Application Control or more 

 

81 

Solution must Detect thousands of applications in different 
categories: Business, Cloud IT, Collaboration, Email, Game, 
General Interest, Mobile, Network Service, P2P, Proxy, Remote 
Access, Social Media, Storage/Backup, Update, Video/Audio, 
VoIP, Web Chat and Industrial 

 

82 

The proposed solution must be capable of traffic shaping and 
QoS per policy or applications: Shared policy shaping, per-IP 
shaping, interface-based traffic shaping, maximum and 
guaranteed bandwidth, maximum concurrent connections per 
IP, traffic prioritization, Type of Service (TOS), Differentiated 
Services (DiffServ) and Forward Error Correction (FEC) for VPN 
support 

 

83 

The proposed solution must be capable of blocking the following 
type of applications: Online Games, Instant Messengers, Peer-to-
Peer (P2P) applications, Browser Based Web Proxy (Regardless 
of IP address or Port Number) ,   Web 2.0 based applications 
(Facebook, CRM etc.), Applications that provide Remote Control 
,All type of streaming media (Both Web and Software Based) , 
VOIP Applications. 

 

SD WAN  

84 
Should support any type of service provider link including MPLS, 
Leased line, 4G LTE, 5G, ADSL etc. 

 

85 
The solution will be implemented as a hybrid WAN with 1 MPLS 
link and 1 Internet link and will be able to operate without any 
static public IPs for the Internet link at the branch side. 

 

86 
Secure SD-WAN licensing should be not bandwidth based. The 
solution should be able to scale with bandwidth requirements 
without having to purchase additional licenses. 

 

87 
Traffic load balancing - The traffic going from the branch to DC 
should be load balanced or Failover across both the secure SD-
WAN links. 

 

88 
Traffic load balancing methods should include source IP based, 
session based and volume (weight) based. 

 

89 

The traffic selection for custom secure SD-WAN strategies 
should include options to select source, destination, application 
and CASB. Please specify number of applications in application 
database. 

 

90 

The solution should be able to address Custom traffic shaping 
(QoS) options by web category and application to limit or 
guarantee upload/download or total traffic priority and bitrate 
individually or shared for secure SDWAN 
  

 

AAA - NAC  
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91 Proposed solution should support automated scan the network 
for detection and classification of devices via agent or agentless 

 

92 
Proposed solution should be able to create an inventory of all 
devices on the network 

 

93 
Proposed solution should be able to do risk assessment of every 
endpoint on the network 

 

94 
Proposed solution must provide extensive support for third-
party network devices to ensure effectiveness with existing 
network infrastructure 

 

95 
Solutions should support automated onboarding process for a 
large number of endpoints, users, and guests 

 

96 
Solution should provide event reporting to third-party Security 
Information & Event Management solutions with detailed 
contextual data to reduce investigation time 

 

97 
Solutions should support enforcement of dynamic network 
access control and enable network segmentation 

 

98 Solution must be centralised architecture for easier deployment 
and management 

 

99 

The proposed NAC solution must provide detailed profiling of 
even headless devices on the network using multiple 
information and behaviour sources to accurately identify what is 
on the network. 

 

100 

NAC solution should have integration support for following 
network infrastructure device OEMs: Adtran, Aerohive, AlaxalA 
Networks, Alcatel-Lucent, Allied Telesis, Alteon, APC, Apple, 
APRESIA Systems, Avaya, Brocade/Foundry Networks/Ruckus, 
Cisco/ Meraki, D-Link, Extreme/Enterasys/Siemens, H3C, 
HP/Colubris/3Com/Aruba, Intel, Juniper, NEC, Riverbed/Xirrus, 
and SonicWall 

 

101 

NAC solution should have integration support for following 
authentication and directory services: RADIUS — Cisco ACS, 
Free RADIUS, Microsoft IAS, LDAP — Google SSO, Microsoft 
Active Directory, OpenLDAP 

 

102 

NAC solution should have integration support for following 
Security Infrastructure device OEMs:Security Infrastructure 
CheckPoint, Cisco/SourceFire, Cyphort, FireEye, 
Juniper/Netscreen, Qualys, Sonicwall, Tenable 

 

103 
NAC Solution should support integration with multiple operating 
system like: Android, Apple MAC OSX and iOS, Linux, Microsoft 
Windows+E26:E27 

 

104 

Proposed solution must support integration with End Point 
Security Applications like: Authentium, Avast, AVG, Avira, Blink, 
Bullguard, CA, ClamAV, Dr. Web, Enigma, ESET, F-Prot, F-Secure, 
G Data, Intego, Javacool, Lavasoft, Lightspeed, McAfee, Microsoft, 
MicroWorld, Norman, Norton, Panda, PC Tools, Rising, Softwin, 
Sophos, Spyware Bot, Sunbelt, Symantec, Trend Micro, Vexira, 
Webroot SpySweeper, Zone Alarm  
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105 
NAC solution should have integration support for MDM solutions 
like: AirWatch, Google GSuite, MaaS360, Microsoft InTune, 
Mobile Iron, XenMobile, JAMF, Nozomi Networks 

 

106 
Solution must be provided for 3000 concurrent users or more 
from the day one 

 

107 It should have Secure Multi-factor/OTP Authentication with full 
support for soft tokens 

 

108 
Proposed solution should support 3000 soft tokens from the day 
one. 

 

109 

Solution should support and work all the functionalities of for 
AAA Server, DHCP server, log server from day one. (if any 
additional hardware / software /license is required you need to 
provide for the same with this solution without any additional 
cost) 

 

110 Should support MAC authentication for specific devices   
Certification  

111 
The OEM should at least be 3 consecutive years in the leader 
quadrant of Gartner. 

 

112 The OEM should be recommended by NSS Labs 2019.  
Other Accessories  

113 

Need to provide and installation of good quality suitable rack 
(42U Rack) with all standard accessories, patch cords (fiber/ 
copper) and any other accessories (SFP modules, media 
converters. Etc or any other) which is required for the 
installation at different locations. 
& 
Need to provide standard Wireless Keyboard, Mouse, 24 / 28 
inch Full HD IPS thin monitor (should have 1 HDMI, 1VGA, 1 
Display ports) 

 

Others    

114 
Firewall should support and work for antibot, application 
control, DLP, Pivoting security, sandboxing. etc 

 

115 
Firewall should have built in IPS, IDS, , Zero day prevention, 
antivirus, webfiltering license, antimalware. 

 

116 
Automatic load balancing in the presence of multiple ISP's 
should support & Should support minimum 4 different ISP's or 
higher 

 

117 

All the above-mentioned features and also features of the 
supplied device should be available to use from day one without 
any additional hardware / license. If any hardware, software, 
any other accessories and licensing is required you need to 
provide for the same without any additional cost. 
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118 

Ransomware rollback: Detects ransomware with runtime 
machine learning and expert rules to block encryption  
processes in milliseconds. Rollback/restores any files by taking 
backup of ransom ware encrypted files and restoring the 
 same before detection also detects script emulation, zero-day 
exploits, targeted and password protected malware  
commonly associated with ransomware. 

 

119 

Should detect from Targeted and known ransomware attacks, 
Zero-day malware and document exploits, Attacker behaviour 
and network activity, Web threats, including exploits and drive-
by downloads, Phishing, spear phishing, and other email threats, 
Data exfiltration, Bots, Trojans, worms, keyloggers and 
Disruptive application  

 

120 

OEM should have local TAC support centre in India with a 
coverage of 24x7X365 support period to address technical 
issues pertaining to proposed solution and your team should 
support us within 30 minutes. 
After deployment If anything goes wrong (like ransomware 
attacks or any other) then the OEM has to resolve and recover 
the same as soon as possible without any additional cost / 
license. If IIIT Dharwad requires any physical assistance from 
the supplier / OEM then they have to visit on same day / next 
day at your own cost. 

 

121 

The OEM should visit physically to our site at your own cost and 
conduct half yearly health check for the deployed solution and 
health check should cover detailed configuration audit, findings 
and recommendations of the deployed solution and any 
updates/ installation is required that need to be done without 
charging any additional cost / licence 

 

122 
The solution should support customized captive portal view for 
IIIT Dharwad. 

 

123 
Supplier should provide Active Directory solution with all the 
suitable and latest hardware and software with licenses & 
accessories. 

 

124 
Enables identity and rolebased security policies without the 
need for additional authentication through integration with 
Active Directory 

 

125 
Should support Web based login and authentication for Staff, 
Students, Guest or anyone who enters campus by: using their id 
(Email, Mobile no, Soft tokens etc.) 

 

126 
Individual bandwidth management should be there, and it 
should support per day limitation for each user without any 
additional hardware / software licenses.  

 

127 
Each user bandwidth consumption need to control and view 
including their session start time, session end time, no. of pages 
and website accessed. 

 

128 The firewall should send immediate alert messages to respective 
email / phone number if any of the services are down / if 
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anything goes wrong. 

Authenticator  

129 
Need to provide and configure latest Authenticator for our 
campus and should work from day 1 without any additional 
licenses 

 

130 
Integration with Single Sign-On Mobility Agent which detects 
login, IP address changes, and logout 

 

131 
FSSO Portal-based authentication with tracking widgets to 
reduce the need for repeated authentications 

 

132 
Solution should extend multi-factor authentication capability to 
multiple appliances and to third party solutions that support 
RADIUS or LDAP authentication 

 

133 

Strong authentication provided by software and hardware One 
Time Password (OTP) tokens, e-mail and digital certificates, and 
FIDO keys helps to ensure password security and mitigate the 
risk of password disclosure, MITM, phishing, replay, or brute 
force attacks 

 

134 
Deliver enterprise port access control to validate user’s 
connection to the LAN and Wireless LAN to prevent 
unauthorized access to the network 

 

135 AC Power supply (UK) 
 

Installation  

136 
Installation cum Deployment, Testing, Training (as and when 
required), Maintenance and Implementation for all above 
mentioned solution.(Should be done by OEM certified engineer) 
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